(3 Check Point

S SOFTWARE TECHNOLOGIES LTD.

A multi-layer approach
to cyber-security

Niccoldo Manfrini

Security Engineer

SOFTWARE-DEFINED

PROTECTION

JOIN THE SECURITY REVOLUTION

©2014 Check Point Software



(-] Check Point

- SOFTWARE TECHNOLOGIES LTD.

TECHNOLOGY IS EVERYWHERE
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The Internet of things BRINGS WITH IT NEW challenges

i
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BUT SO ARE THREATS

RANSOMWARE

HACTIVISM

STATE SPONSORED
DDOS  INDUSTRIAL ESPIONAGE
ADWARES &

NEXT GEN APTS (MASS APT TOOLS)
SPYWARES APTS UTILIZING WEB INFRASTRUCTURES (DNS)
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Threat Evolvement...

Traditional threats Modern attacks
Simple and repeatable Sophisticated
Mass-market Customized
Opportunistic Relentless
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Value of a Hacked PC

nam Zombie
i Web Serve i
Malware Download Site - Bot Actlv DDoS Exortion Zombie
Warez/Piracy Server Click Fraud Zombie
Child Pornography Server /| Anonymization Proxy
nam Site CAPTCHA SDWiI'Ig Zombie
P eBay/Paypal Fake Auctions
Stranded Abroad Advance Scams DEECENT.
Harvesting E-mail Contacts \ E-Mall Aftacks Account Credenfials J_Web Sk FTP Credenitas
Harvesting Associated Accounts Skype/VolF Credentials
Access fo Corporate E-mail Client Side Encryption Certificates
Online Gaming Characters Bank Account Data
Gaming Goods/Cu Credit Card Data
Oniine Gaming =Y\ Viriual Goods Financial Credentials
PC Game License Keys Stock Trading Account
Operating System License Key Mutual Fund/401k Account
Facebook Fake Antivirus
Twitter ! l"ﬂ_} \ Ransomware
Reputation Hijacki Attacks
Linkedin = 2 Email Account Ransom
é;;kﬁ j Webcam Image Extortion

http://krebsonsecurity.com
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Is Your Organization Infected With Malware?
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Check Point
Threat Prevention
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THREAT INTELLIGENCE

Threat Intelligence

Security Analysts Malware Research

= External B Internal =

= Sources B Sources =
Security Events Analysis

CERTs Sandboxing

Security Community

Big Data
Analysis

Threat
Indicators

Security Protections
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THREAT INTELLIGENCE

Threat Intelligence

Security Analysts Malware Research
= External § Internal =
CERTs terna terna Sandboxing
= Sources j§ Sources =
Security Community Security Events Analysis
| |

250M+ addresses
11M+ malware signatures

CHECK POINT

400K+ updates per day

THREATCI:),L_JD
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Threat Intelligence Example:
Cryptolocker

Research & Reverse the
Domain Generation Algorithm

Feed ThreatCloud with
Signatures

71:59:33

Immediate protections to
all Gateways

Prevent threat from

Thousands of devices
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Networks need protection

against ALL
types of threats



Introducing Check Point

Multi-layered Threat
Prevention
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Multi-layer Threat Prevention

FIREWALL

Your
Organization

Secure access to
network

NSS Labs

il Y4
Highest Score in f
Next Generation Firewall

|
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Multi-layer Threat Prevention

Your
Organization

Stops exploits of
known vulnerabilities

NSS Labs

il Yz

NSS Labs f
Highest Rating
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Multi-layer Threat Prevention

Over 12+ million
malware signhatures
and 1+ million
malware-infected

websites

Your
Organization

|
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Multi-layer Threat Prevention

Your
Organization

Detects bot infestations
and stops bot damage

|
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Multi-layer Threat Prevention

DDoS Protector,

Stops attacks within
seconds with Network
and Application
layer protection

Ill softwareblades” ©2014 Check Point Software Technologies Ltd. 17



New malware?
Zero Day attacks?
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Introducing Threat Emulation

ulation

Mitigates Unknown
Targeted Attacks

Organization
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Check Point Threat Emulation

Discover and STOP new threats based-on
threat behavior

!
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Does you organization control risky applications?

6%

HAVE A LEAST ONE HIGH-RISK APPLICATION

f
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High-Risk Applications Continued to Spread

90% Remote Admin Tools
86% File Storage and Sharing
/5% P2P File Sharing

56% Instant Messaging

56% Anonymizers

l
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Check Point
Application Control
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Need to Control All Aspects of Web

\

¢ .
Applications

Not URL-based

¢ .
Websites
E]W.pnker.mm

1+ chat  Granularity
beyond URLs

Facebook Chat




Check Point Unifies

: : . : (-] Check Point
URL Filtering and Application Control

- SOFTWARE TECHNOLOGIES LTD.

® User/group Websites —
granularity URL Filtering

Source ‘ Website /Applications Action

Unified categories — Applications —
URLs and applications Application Control

I
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Introducing Check Point AppWiki L Check Point

SOFTWARE TECHROLOGIES LTD

Unparalleled
QUBIECURURSCUNEI Over 5,000 applications

Check Point AppWiki

—————— Over260,000 social-network widgets

>

Grouped in over 160 categories
(including Web 2.0, IM, P2P, Voice & Video, File Share)

<

http://appwiki.checkpoint.com

World’s largest
Application Classification Library

| [
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Check Point UserCheck

Involve end-users using multiple policy actions

Traditional security policies are suitable for
clear-cut cases

Inform Allow but inform the user about the risks

Learn usage patterns to create better policies

Use to preserve resources (bandwidth) or
control acceptable use

Limit

I
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Does your organization need a DLP solution?

of
organizations
experienced
data loss

events

H
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Data Loss Events Are Increasing

MOST FREQUENTLY
ATTACKED DATA TYPES

M 2013 Bank Account Numbers 4% .
2012
Confidential Ourlook Message 5% .
Password Protecred File 10% .
Salary Informarion 14%
Nerwork Informarion 14'!'5:
Credit Card Dara 29%

35% 21%
Sensitive
Personal
Informarion

21%
Business dara records
Source Code
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Check Point
Data Loss Prevention
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Introducing Check Point

- (] Check Point
Data Loss Prevention

== SOFTWARE TECHNOLOGIES LTD,

Check Point Combines Technology BNz

and Processes to Make DLP Work

=1 To... | John.Stevens@yahoo.com Prevent

Subject: Corporate Strategy Move from deteCtion
W '=! Check Point to prevention

Data Loss Prevention Alert

—
F Y
An email that you have just sent has been
Let’s quarantined. Ed ucate
our 1 Users on corporate
Reason: attached document contains ..
confidential internal data v data pOlICIeS
!_
The message is being held until further
tion.
action Enforce
Send , Discard , or Review Issue Data |OSS

business processes

T

I
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New MultiSpect™ Technology

Correlates data from multiple

ViU SPECTHDEIECTIONTENGINE sources using open language

Tif
250+ Data Types Detects more than 600 file formats

Over 250 pre-defined
content data types

Detect and recognize proprietary
forms and templates

| I
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Simple Rule-based Policy Management

Easily Define Policy to Detect, Prevent or Ask User

Source * Destination fiction Category s

E My Crganization & Outsidz My Crg Q Ask User | B Business Information
EMH; Organization | % Outside My Org A Compliance

Data
;1 Credit Card Numbers

I
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Thousands of security logs...
What about visibility?
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The need for

300° visibility
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360° Visibility of Network Security

Timeline View

Important Security Events (By Mumber of Events)

Time shows topline
security events

Most Important Anti-Bot 8 Anti-Virus (By Mumber of Events)

D>—00—0O—0—@0—(5)—()

1 I I I 1 I I I I I
'8/5/13  29/5/13  30/5/13  31/5/13  1/6/13 2/6/13 3/6/13  4/6/13 5/6/13 6/6/13

I
7/6/13
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Map shows origin of
attacks and threats

@ Tunes

B8 MySpacelM 2 MB
[ Linkedn 25MB
! Vahoo Mail 6 MB

Important Security Events

Event Name . Start Time 5. Source D.. Destination A..  Corfidence Level
HTTP Page Flood Attack ® Jacoblosh-lapto.. W N/A

DLP Incident ®  HiramHash-lapt.. % 1921232102 @ MN/A

HTTP Page Flood Attack D = Jordanlosh-lapto.. @ N/A

Port scan from external net... (G ®  BruceBash-deskt... N/A

Packet Sanity D HayleyHash-lapt...

Malware Infection [F=F=R) /A

Bot Incident ] .

General HTTP Wormn Catcher Gl I mportant Securlty

Media Encryption File Oper...  GEE)

events highlighted

F..

Attack Name
HttpFlood

HttpFlood

Malformed Packet

Top Events By Event Count

Event Mame

Application Activity
DLP Incident

Web Browsing
HTTP on Mon 5tandard Ports
Invalid TCP Flags

Bt Incidant

Rate and frequency of

potential attacks

-
L[M softwareblades™
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Consolidated Visibility: SmartEvent

= Unified event analysis with 360° visibility across Software Blades
= High-level view with drill down to policy

Resolution: 1 Day -~ Manage = B Critical ™ High = Medium B Low B Informational / Very Low B Unknown

Important Secunty Events (By Mumber of Events)

IPS ! Mast Impartant, not prevented due to palicy (By Number of Events)

DLP Incident 23:55:52 18 Jan 2012 RachelBrashdapto...

Lpplication & URL Filtering / All Events (By Megabytes)

. . @ DLP Incident @EE  2355:3518Jan 2012 == RachelBrash4apto...
DLP Incident @l 235459 18Jan 2012 B=  RachelBrashdapto...
DLP / &l Events (By Number of Events) Packet Sanity @EF 230406 18Jan 2012 BH 121.0.0.123
Packet Sanity GED 225594818 Jan 2012 El3 8200123
Port scan from intemal network  @EEF  22:51:5218Jan 2012 [0 570025
Microsoft Active Directory LSA... @B 22:42:38 18 Jan 2012 B 117.0.0.219
Port scan from intemal network  @EE  22:17:.04 18Jan 2012 3 850042
Packet Sanity QEE 21113718 Jan 2012 B 202.0.0.207
General HTTP Worm Catcher @EER 20:253518Jan 2012 = 88.0.0227

’ M
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Check Point appliances:

A solution for every size
organizations
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Check Point Appliances and Virtual Editions

61000 & 41000 Systems
21000 Appliance
(3 models)

Solutions for every size company

13500 Appliance .
12000 Appliances g s
(3 models) e

2200 Appliance 4000 Appliances

600 Appliances 1100 Appliances (4 models)
(3 models) (3 models) Y —
| | , Data Center

S—— Enterprise

Small |
. Check Point
Offl Ce Virtual

Systems

Check Point
Security Gateway
Virtual Edition

il

-

o
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What about mobile devices?

Customers need to have the same
security for off-network devices as they
do on-premise.




Check Point Cloud Firewall Service

IPS Application URL Anti-Bot  Anti-Virus DLP
Control Filtering Emulation

Cloud-based
security for ALL
roaming devices

I
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Check Point: All-In-One WrapUp

Appliances il
il

i
mbbbbnh 4 Lbbik

Enterprise Data Center Ultra High-End DDoS Protector

1PS Application URL Anti Bot Antivirus Antispam Web Security  Mobile Access Threat Identity
Control Filtering Antl Maklware Emall Security Prevention Er A

Security Endpoint Software Blades Mobile Information Protection

Security Gateway Software Blades

/ A
P‘ —
Firewall Device Control Anti Malware Application Full Disk Mobile Enterprise IPSec/SSL Document Cloud Connector
Media Encryption Control Encryption VPN Security
Security Management Software Blades

Multi Domain Network Policy Smart Reporter Smart Event Smart Smart Logging and Userdirectory Monitoring Endpoint Compliance
Management Management Provisioning Workflow Status Policy
Management

I
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